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Target Audience for this Document 

This document covers Milestone XProtect Professional from a surveillance system administratorís 
perspective. It is solely aimed at Milestone XProtect Professional system administrators, and 
administrator rights are likely to be required in order to be able to access the majority of features 
described in this document. 
 
This document provides detailed descriptions of Milestone XProtect Professional system 
administration features. It furthermore provides a large number of targeted ìhow-toî examples, 
guiding administrators through completing common administration tasks in Milestone XProtect 
Professional. 
 
This document contains very limited end-user related documentation. Administrators requiring 
information about end-user related applications, such as the remote access clients, should refer to 
the targeted manuals available on the Milestone XProtect Professional software CD as well as from 
www.milestonesys.com. 
 
This is also the case for information about using Milestone XProtect Professionalís recording server, 
which may be installed either as a Windows service or as an application (the Monitor application): 
This manual covers administration of the recording server, whether installed as a service or an 
application, but day-to-day use of the Monitor application is described in a separate manual; the 
Milestone XProtect Professional 6.0 Monitor & Viewer Userís Manual. 
 
Users who do not have surveillance system administrator responsibilitiesósuch as users of the 
Monitor & Viewer, Remote Client, Smart Client, PDA Client, or Matrix Monitorówill find that this 
manual is not of relevance to them. Such users will be able to find information targeted at their 
needs in the separate manuals available on the Milestone XProtect Professional software CD as well 
as from www.milestonesys.com. 
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Copyright, Trademarks and Important 
Information 

Copyright 
 
© 2007 Milestone Systems A/S. 
 
 

Trademarks 
 
XProtect is a registered trademark of Milestone Systems A/S. 
 
Microsoft and Windows are registered trademarks of Microsoft Corporation. 
 
All other trademarks mentioned in this document are trademarks of their respective owners. 
 
 

Disclaimer 
 
This document is intended for general information purposes only, and due care has been taken in 
its preparation. 
 
Any risk arising from the use of this information rests with the recipient, and nothing herein should 
be construed as constituting any kind of warranty. 
 
Milestone Systems A/S reserve the right to make adjustments without prior notification. 
 
All names of people and organizations used in this documentís examples are fictitious. Any 
resemblance to any actual organization or person, living or dead, is purely coincidental and 
unintended. 
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Introduction 

Product Overview 
Milestone XProtect Professional is the right product for small to mid-sized 
installations that need robust single-server surveillance software with the full 
functionality of advanced management, flexible scheduling, fast searching and 
analysis. 
 
Milestone XProtect Professional supports up to 64 cameras simultaneously with the 
widest choice of network video and computer hardware equipment. 

Several Targeted Applications in One 
Milestone XProtect Professional consists of a number of applications, each targeted at specific tasks 
and user types: 
  

! The Administrator application (see page 27): The main application used by surveillance 
system administrators for configuring the Milestone XProtect Professional system server, 
upon installation or whenever configuration adjustments are required, e.g. when adding 
new cameras or users to the system. 
 

! The Recording Server: A vital part of the surveillance system; recordings are only 
transferred to Milestone XProtect Professional while the recording server is running. The 
recording server may be installed in two ways: Either as an application (the Monitor 
application, see separate manual) or as a service (the Milestone Recording Server service), 
See Installing Milestone XProtect Professional on page 22 for more information about the 
installation differences. 
  

! The Image Server: Handles access to the surveillance system for remote users logging in 
with the Remote Client, Smart Client, or (provided the PDA Server is also installed) PDA 
Client. The Image Server itself does not require separate hardware; it runs as a service on 
the surveillance system server. Surveillance system administrators handle Image Server 
configuration, including remote usersí access rights, through the Image Server 
Administrator application (see page 153). 
 

! The Remote Client (see separate manual) and Smart Client (see separate manual): 
Choice of two types of remote access clients, each providing users with intuitive remote 
access to the surveillance system. The Remote Client and Smart Client let users view live 
images, play back recorded images, activate outputs, print and export evidence, etc. 
 

o The Remote Client can be downloaded from the surveillance system server and 
installed locally on remote usersí computers, or users can access it straight from 
the surveillance system server through an Internet Explorer browser. 
 

o The extra feature-rich Smart Client should always be downloaded and installed on 
remote usersí computers. 
  

! The Web Server and Realtime Feed Server (see page 170): Alternatives to the Image 
Server/Remote Client for providing remote access to the surveillance system, the Web 
Server and Realtime Feed Server let system administrators manage remote access. 
Remote users access the Web Server and Realtime Feed Server through an Internet 
Explorer browser. 
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! The PDA Client and PDA Server: Enable remote access to the surveillance system via a 
PDA (Personal Digital Assistant; a hand-held computer device) with a wireless connection. 
 

! Milestone XProtect Matrix: Integrated product, enabling control of live camera views on 
remote computers for distributed viewing. Once configured (see page 142), Matrix-
triggered live video can be viewed in Smart Clients or on computers with the Matrix Monitor 
client application (see separate manual) installed. 

Updates 
Milestone Systems regularly release service updates for our products, offering improved 
functionality and support for new devices. 
 
If you are a Milestone XProtect Professional system administrator, it is recommended that you 
check the Milestone Systems website www.milestonesys.com for updates at regular intervals in 
order to make sure you are using the most recent version of Milestone XProtect Professional. 
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System Requirements 

The following are minimum system requirements for the server running Milestone XProtect 
Professional: 
 

Operating System Microsoft® Windows® 2000 Professional, Windows 2000 Server and 
Advanced Server, Windows XP Professional (32 and 64 bit) or Windows 
Server 2003 (32 and 64 bit) 

CPU Intel® Pentium® 4 or higher (Intel Xeon® recommended), minimum 2.4 
GHz. 

RAM Minimum 1 GB. 

Network Ethernet, 1 Gbit recommended. 

Graphics Adapter AGP or PCI-Express, minimum 1024×768, 16 bit colors. 

Hard Disk Type E-IDE, PATA, SATA, SCSI, SAS (7200 rpm or faster). 

Hard Disk Space 80 GB free (depends on number of cameras and recording settings). 

Software DirectX 9.0 or newer required to run the live view Monitor application.  
 
To run the PDA Server (see page 163), the following is required: 
Internet Information Services (IIS) 5.0 or later as well as Microsoft .Net 
Framework 1.1. 

 

 Tip: To check which DirectX version is installed on a computer, click Start, select Run..., and 
type dxdiag. When you click OK, the DirectX Diagnostic Tool window will open; version information 
is displayed near the bottom of its System tab. Latest DirectX versions are available from 
http://www.microsoft.com/downloads/. 
 

 Tip: If you are going to use the PDA Server, information about how to verify/install Microsoft 
.Net Framework and IIS versions is available in the PDA Server chapter on page 163. 
 

 Tip: System requirements for remote access clients, etc. are available in the separate manuals 
describing these applications. 
 

http://www.microsoft.com/downloads/
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Administratorsí Getting Started 
Checklist 

This chapter outlines the tasks typically involved in setting up a working Milestone XProtect 
Professional system. 
 
Note that although information in this chapter is presented as a checklist, a completed checklist 
does not in itself guarantee that the Milestone XProtect Professional system will match the exact 
needs of your organization. To make the system match the needs of your organization, it is highly 
recommended that you monitor and adjust the system once it is running. 
 
For example, it is often a very good idea to spend time on testing and adjusting the motion 
detection sensitivity settings for individual cameras under different physical conditions (day/night, 
windy/calm, etc.) once the system is running. The setup of events and associated actions (see 
About Input, Events and Output on page 87) is another example of configuration which depends 
entirely on your organizationís needs. 
 
 

! You may check the boxes in this checklist as you go along.  
 

" Verify Initial Configuration of Devices. Make sure the devices (IP network cameras or 
IP video servers) you are going to use are configured with IP addresses, passwords, etc. as 
specified by the manufacturer. 
 
Such initial configuration is required in order to be able to connect the devices to the 
network and the Milestone XProtect Professional solution. 
 

" Register software and obtain Device License Keys. You must have a Device License 
Key (DLK) for each device (IP network camera or IP video server) to be used with the 
Milestone XProtect Professional solution. 
 
You obtain DLKs as part of the software registration process on the Milestone Systems 
website, www.milestonesys.com: 
 
! Click the Software Registration link. 

! Log in to the online registration system. If you do not yet have a login, click the New To 
The System? link, and follow the instructions. When ready, log in using the registered e-
mail address and password. Tip: The DLKs will be e-mailed to the e-mail address 
specified in your login, so it is a good idea to use a single e-mail account for all persons 
who should be able to retrieve DLKs. 

! If you have not yet registered your SLC (Software License Code; listed on your product 
license sheet), do so by clicking the Add SLC link and completing the SLC registration 
steps before proceeding. 

! When ready, click the link representing the SLC. 

! For each device required on your system, click the Add new MAC link and specify the 
deviceís MAC address and a description. The MAC address is a 12 digit hexadecimal 
(example: 0123456789AF), referred to as a serial number by some vendors. For 
information about how to find the MAC address for a specific device, refer to the manual 
for the device in question. 

! For video server devices, specify the number of cameras to be used with the device. 
Note that you are allowed to install only the number of cameras listed on your product 
license sheet. For example, a fully used four-port video server counts as four cameras 

http://www.milestonesys.com
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even though the cameras are connected through a single deviceótherefore a fully used 
four-port video server will use four licenses. 

! Click Submit. The device is added to a list of devices under your SLC. 

! If more devices are required, click the Add New MAC link and repeat the process. 

! When ready, click the Get DLKs by e-mail link to have DLKs for all the devices 
registered under your SLC e-mailed to you. 
 

" Install Milestone XProtect Professional (see Installing Milestone XProtect Professional 
on page 22). During installation you decide whether you want Milestone XProtect 
Professionalís recording server to run as a Windows service or as an application (The 
Monitor application). 
 

" Import Device License Keys (see How to Import Device License Keys (DLKs) on page 
33). 
 

" Add Devices (see How to Add a device on page 33). In Milestone XProtect Professional 
you do not have to worry about having to add individual cameras to the system. This is 
because cameras area connected to devices, so once you have added the required devices 
to your Milestone XProtect Professional system, all cameras connected to the devices are 
connected to the system as well. 
 

" Configure Cameras on Milestone XProtect Professional. You are able to specify a 
wide variety of settings for each camera connected to the Milestone XProtect Professional 
system. 
 
Your entry point for configuring cameras is the Administrator window, the main window in 
Milestone XProtect Professionalís Administrator application (see page 27). 
 
To configure a camera, first select the required device in the Administrator windowís Device 
Manager section, then click the plus sign next to the device to view a list of cameras 
attached to the device, as illustrated in the following: 
 

 
 
Select the required camera from the list, and click the Administrator windowís Settings 
button. This will open the Camera Settings for [Device Name] [Camera Name] window, in 
which you are able to specify settings for the camera in question. 
 
Settings include the highly important motion detection sensitivity settings. They also 
include PTZ (Pan/Tilt/Zoom) preset position settings for any PTZ cameras supporting preset 
positions. The Camera Settings for [Device Name] [Camera Name] window is described in 
detail on page 40. 
 

" Configure the Monitor Layout (only required if the recording server has been 
installed as an application; the Monitor application). To include cameras for display in 
the Monitor application, you use the Monitor Manager feature in the Administrator 
application.  
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The Monitor Manager feature is described in detail on page 68. 
 

" Configure Milestone XProtect Professionalís General Settings. The Administrator 
applicationís General Settings window lets you configure a number of important settings 
related to user rights, logging, e-mail and SMS accounts, etc. 
 
The General Settings window is described in detail on page 76. 
 

" Configure Scheduling. You may want some cameras to be transferring images to 
Milestone XProtect Professional at all times, whereas you may want other cameras to 
transfer images only within specific periods of time, or when specific events occur. 
 
With Milestone XProtect Professionalís scheduling feature, you are able to specify when 
each camera should transfer images.  
 
You are also able to specify whether alerts should be triggered if motion is detected during 
specific periods of time. 
 
For PTZ cameras with patrolling (the automatic movement of a camera between several 
preset positions), you are furthermore able to specify whether any specific patrol schemes 
should be used during specific periods of time. 
 
You configure scheduling in the Administrator applicationís Camera/Alert Scheduler 
window, described in detail on page 72. 
 

" Configure Archiving. By default, images received from cameras are stored by Milestone 
XProtect Professional in a database for each camera. However, the camera databases are 
each capable of containing a maximum of 40 GB or 600.000 records before the oldest 
records are deleted. 
 
By using Milestone XProtect Professionalís archiving feature, you are able to overcome 
these limitations by automatically moving the contents of camera databases to specified 
archiving locations every day. 
 
With archiving, the amount of records you will be able to store will thus be limited only by 
your available hardware storage capacity. 
 
By using archiving, you will also be able to back up archived records on backup media of 
your choice, using your preferred backup software. 
 
Archiving is described in detail on page 136. 
 

" Configure the Image Server. The Image Server is the service handling Remote Client 
and Smart Client access to the Milestone XProtect Professional system.  
 
Remote Clients (see separate manual) and Smart Clients (see separate manual) are 
included in your Milestone XProtect Professional license, and provide flexible, client/server 
based, remote access to the Milestone XProtect Professional system. 
 
If you are going to use Remote Clients or Smart Clients, configuring the Image Server is a 
prerequisite. Configuration includes specifying whether the Image Server should be 
accessible from the internet, specifying user rights, etc. 
 
If the PDA Server front end (see the following) is installed, the Image Server also handles 
user rights, etc. for PDA Client users. 
 
You configure the Image Server through the Image Server Administrator window, 
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described in detail on page 153. 
 

" (Optional) Install and Configure the PDA server. The PDA Server enables PDA Client 
remote access to the Milestone XProtect Professional system. Read more on page 163. 
 

" (Optional) Configure Matrix: Milestone XProtect Matrix is an integrated product that 
allows distributed viewing of video from any camera on any monitor on a network 
operating with Milestone XProtect Professional. Read more on page 142.  
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Installing Milestone XProtect 
Professional 

Note: Read the End User License Agreement on the Product License Sheet (enclosed with the 
software CD) before installing Milestone XProtect Professional. 
 
Note: Do not install Milestone XProtect Professional on a mounted drive (i.e. a drive attached to an 
empty folder on an NTFS (NT File System) volume, with a label or name instead of a drive letter). 
If using mounted drives, critical system features may not work as intended; you will, for example, 
not receive any warnings if the system runs out of disk space. 
 
Prerequisites: Shut down any Milestone software running, including any Web and Realtime Feed 
Servers. If upgrading, it is highly recommended that you remove (see page 190) any previous 
versions of Milestone XProtect before upgrading. 
 
To install Milestone XProtect Professional, do the following: 
 

1. Insert the Milestone XProtect Professional software CD, wait for a short while, select 
required language, then click the Install Milestone XProtect Professional link. 
  
Alternatively, if you are installing a version downloaded from the internet, run the file 
MilestoneXProtectProfessional.exe from the location you have saved it to. 
 

 Tip: Depending on your security settings, you may receive one or more security 
warnings (Do you want to run or save this file?, Do you want to run this software?). When 
this is the case, click the Run button. 

 
2. When the installation wizard starts, click Next to continue the installation. 

  
3. Read and accept the End User License Agreement. 

  
4. Select required language version, and click Next. 

  
5. Select the Licensed Version option, and click Next. 

 
6. Type your Software License Code, as listed on your Product License Sheet. 

 

 
 
You have the option of installing the software for anyone using the computer, or for 
yourself only. 
 
If installing for yourself only, bear in mind that if your login is not an administrator login, 
you will need to change the login name for the Image Server service (see page 153) so it 
matches your own login, i.e. uses the same user name and password. 
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When ready, click Next. 
 

7. Select how Milestone XProtect Professionalís recording server should run. The recording 
server is a vital part of the surveillance system; it is used for recording and displaying 
images from connected cameras. 
 
You can install the recording server either as a Windows service or as an application: 
 

 
 

! If you install the recording server as a Windows service, it will automatically load 
whenever the Milestone XProtect Professional server is started; it will not require any 
further login or similar in order to run. However, when the recording server runs as a 
service, you will not automatically have a local client application for viewing live and 
recorded video on the surveillance system server; instead you will have to connect to 
the surveillance system server through one of Milestone XProtect Professionalís feature-
rich remote access clients. 
 
You typically select this option if your surveillance system server is placed in a separate 
server room or a similar location to which regular access is not practical. 
 

! If you install the recording server as an application, the application (called the Monitor 
application) will be available on the surveillance system server for viewing of live and 
recorded images. However, the Monitor application will require a local login in order to 
run. With this solution, images are only transferred to the surveillance system server 
while the Monitor application is running; the Monitor application must therefore run 
whenever you want to be able to record or view live images from cameras on your 
surveillance system. 
 
You typically select this option if you intend to view live and recorded video directly on 
your surveillance system server, for example when the server is placed in your control 
room or a similar location to which you and trusted users have regular access. With this 
solution, Milestone XProtect Professionalís remote access clients can of course still be 
used for accessing the surveillance system server from remote locations. 
  

When ready, click Next. 
 

8. Select required language for the Remote Client, one of Milestone XProtect Professionalís 
remote access clients: 
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 Tip: You do not have to select a language version for the Smart Client during 
installation; the Smart Client automatically comes with several languages, and users select 
their individual language versions themselves. 
 
When ready, click Next. 
 
 

9. Follow the remaining steps in the installation wizard until you are asked to select the setup 
type that best suits your needs:  

! If you want shortcuts to Milestone XProtect Professionalís various applications placed on 
the desktop automatically, keep Add shortcut to desktop selected. 

! Available only when the recording server has been installed as an application (the 
Monitor application): If you want Milestone XProtect Professionalís Web Server and 
Realtime Feed Server (a very basic remote access solution, recommended only if remote 
users connect through very slow connections) to run automatically each time the 
computer loads Windows, select Add Web Servers to Startup group. 

When ready, click Next. 
 

10. Click Finish on the last step to complete the installation. 
 

 Tip: For information about how to install remote access clients (the Remote Client, Smart 
Client, and PDA Client) or the Matrix Monitor application, see separate manuals available on the 
software CD or from www.milestonesys.com. 
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Using the Built-in Help System 

To use Milestone XProtect Professionalís built-in help system, simply press the F1 key on 
your keyboard whenever you are working with the Administrator application, Monitor 
application (if installed), Image Server, Web Server or Realtime Feed Server. 

 
When you press F1, Milestone XProtect 
Professionalís built-in help system will open in 
a separate window, allowing you to easily 
switch between help and Milestone XProtect 
Professional itself. 
 
The built-in help system in Milestone XProtect 
Professional is context sensitive. 
 
This means that when you press F1 for help 
while working in a particular window or with a 
particular task, the help system automatically 
displays the help topic describing that window 
or task.  

Navigating the Built-in Help System 
Even though the help system initially takes you to a topic describing the window you are working 
in, you are always able to freely navigate between the help systemís contents. 
 
To do this, simply use the help windowís three tabs, Contents, Search and Glossary, or use the 
links inside the help topics. 

Contents Tab 
The Contents tab lets you navigate the help system based on a 
tree structure. Many users will be familiar with this type of 
navigation from, for example, Windows Explorer. 

Search Tab 
The Search tab lets you search for help topics containing particular 
terms of interest. For example, you can search for the term zoom, 
and every help topic containing the term zoom will be listed in the 
search results. 
 
Clicking a help topic title in the search results list will open the 
required topic. 
  
The Search tab contains a number of advanced search features; 
among these are the ability to quickly run previous searches, the 
ability to search topic titles only as well as the ability to display 
search results ranked according to presumed relevance. 
 










































































































































































































































































